) OF

VAPT REPORT-
https:/ /- .com

Summery of the Web site-

e Founded by - Wintermantle

e Purpose - Itis and mobile app

focusing on h | cheap flights,

using flight d
e Status - Ther 1embers in the
United Kingd 1 States

amazing
cheapl! ‘

- Join over 2.2 million members and never pay full fare again!




VAPT I process details-

e Web scan, Network scan, Application scan and open
source tools mainly utilized

e The detail information shown with screenshots to
identify the vulnerabilities

e The Remedial Action Plan for the threats to
overcome the security breaches.




Initialization (Reconnaissance through
identity)-

e |nsta




Identification of the IP through Kali Linux-

dv Lt Yew VO b Help - [57] 3] W = o s -

Hore » Kab-Beven- 20224 -ymwore..,







Identification of the Page Source 1-

Identification of the Page Source 2-

d  Jatz  phis | -

roow o+ bead brare 20224 vromare




Open Ports Detection through NMAP-

ab-lpnaoe - 2002 A-vmaars- amatd - WWwvare Warktation

Netcraft to obtain IPV4 and Server Information-




IPV6 Information-

Comenand Prompt

Microsoft Windows [Version

(c) Microsoft Corpora n. ALl rights r

Please check the name and

Approximate
Minimum =

SHODAN Information to obtain Top ports and Top
Organizations-

T
B ebibe 4 eremare amebd - Wwary Aebste
x [ Yiew W e vy ]

® Kal Toois

o SHODAN

\t evisting Shode 07 Check DUt

ght Tips &amp; Alerts

Amagzon Tachnok

A Lo, e




Google Exploit to know the Social Media Presence
Information -

_Saurce and Destination info of the
n by using Wireshark-

Fe2YS Lere LAZR [T sagmest af ¢ resssembed PIM)

=233 Ll
Y378 Lenet
-1 .
- 3348
e .
3-4a84 3 d 8




Nikto to Detect IP, Hosthame, Port and etc., -

j-2022.4-vmware-amd64 - VMware Workstation

View VM Tabs

re to search

pmputer
li-linux-2022.4-vmwa kali@kali: ~
H VMs (Deprecated)

o

+ Start Time: 2024-03-27 20:42:36 (GMT-4)

+ Server: cloudflare
+ The X-XSS-Protection header is not defined. This header can hint to the user agent
+ Uncommon header 'report-to' found, with contents: {"endpoints”:[{"url”:"https:\/\/i

ID Serve to obtain Web Site Information -

ntification Utility, +1.02
Freeware by Steve Gibson N
iibson Research Corp. Tl __]

2t URL or IP has been provided above,
I to initiate a query of the specified server.

ightclub.com
3

it 80
[Connected] Requesting the senver's default page.

The server idenlfied itself as :

(Z |cl0udﬂare l

Goto ID Serve web page




Whatweb to obtain Web Site Information -




WpScan Extractor to obtain Web Site Information
(Processing)-

L L I G G 1

& » bl foux 20224 vesware

SQLmap Extractor to obtain Web Site Information
(Processing)-




1 Web Site Information

gucine, atrfuime

urllib.p
urllibl

urllib.x




b Site Information

.......

Summery (Identified Information)-

e IP addresses

e Open ports

e Host websites information

e Web Programming information (Language,
Databases)

e Email addresses

e Web site complete information

e Login information




Web logs and Web initiative information
Web vulnerabilities

Payloads accessibilities

Clear the tracks (VPN use)

All the stakeholders and insights






