
VAPT REPORT(Grey Hat) OF 

https://jacksflightclub.com 

 

Summery of the Web site- 

 Founded by - Jack Sheldon and Phil Wintermantle 

 Purpose - It is an email, newsletter and mobile app 

focusing on helping subscribers find cheap flights, 

using flight deal alerts 

 Status - There are over 1,000,000 members in the 

United Kingdom, Europe and United States 

 

 



VAPT (Grey Hat) process details- 

 Web scan, Network scan, Application scan and open 

source tools mainly utilized 

 

 The detail information shown with screenshots to 

identify the vulnerabilities 

 

 The Remedial Action Plan for the threats to 

overcome the security breaches. 

 

 

 

 

 

 

 

 



Initialization (Reconnaissance through hiding the 

identity)- 

 Installation of portonvpn 

 

 

 



Identification of the IP through Kali Linux- 

 

The Network Path Detection- 

 



The Inspection of the Page to know the Design 

Language- 

 

Identification of the Web designed company- 

 



 

Identification of the Page Source 1- 

 

Identification of the Page Source 2- 

 



Open Ports Detection through NMAP- 

 

Netcraft to obtain IPV4 and Server Information- 

 



IPV6 Information- 

 

SHODAN Information to obtain Top ports and Top 

Organizations- 

 



Google Exploit to know the Social Media Presence 

Information - 

 

The TCP, ARP,ACK, Source and Destination info of the 

https://jacksflightclub.com by using Wireshark-

 



Nikto to Detect IP, Hostname, Port and etc., - 

 

ID Serve to obtain Web Site Information - 

 



Whatweb to obtain Web Site Information - 

 

Webdata Extractor to obtain Web Site Information – 

 

 

 



 

WpScan Extractor to obtain Web Site Information 

(Processing)- 

 

SQLmap Extractor to obtain Web Site Information 

(Processing)- 

 

 



Ghost Python script to obtain Web Site Information 

(Processing)- 

 

 

 

 

 

 



Path Analyzer to obtain Web Site Information 

(Processing)- 

 

 

Summery (Identified Information)- 

 IP addresses 

 Open ports 

 Host websites information 

 Web Programming information (Language, 

Databases) 

 Email addresses 

 Web site complete information 

 Login information 



 Web logs and Web initiative information 

 Web vulnerabilities 

 Payloads accessibilities 

 Clear the tracks (VPN use) 

 All the stakeholders and insights 

 

 

 




